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We are living at a time when tech-
nology is changing the world 

at a pace never before experienced 
in human history. Of  all technologi-
cal advances, in my view, the one that 
is changing the life we share on this 
planet the most, whether one lives 
in a G8 country or in the developing 
world, is the mobile Internet.

These dramatic changes bring with 
them many plusses, but also some 
negatives and risks. F. Scott Fitzgerald’s 
quote, “The test of  a first-rate intelli-
gence is the ability to hold two opposed 
ideas in mind at the same time and still 
retain the ability to function” is perhaps 
a good theme for this talk.

I’m not claiming to have a first rate 
mind, but I have learned a bit about 
telecommunications during a 37-year 
career in the industry. Will Rogers said 
it well, “Everybody is ignorant, only 
in different subjects,” and perhaps 
this could apply here as this is one of  
the few subjects I don’t feel ignorant 
about.

I feel fortunate to have been in this 
rapidly-changing industry. I had the 
opportunity to launch AT&T’s Inter-
net division in the mid-90’s when I 
was jokingly referred to as “Rubber 
Ducky” in the Halls of  headquarters, 
a reference to the popular song about 
a trucker with a Citizens Band radio, 
as some thought that the Internet 
would be a passing fad like the CB. 
The BMW ad on TV with Katie Cou-
ric and Bryant Gumble brings back 
memories of  the 90’s.

After launching AT&T’s Internet 
service provider business, Worldnet, 
I was sent to Seattle to run a recent 
acquisition, McCaw Cellular, which 
became AT&T Wireless. 

Both the Internet and wireless 
were growth businesses, but it took 
the merging of  the two for each to 
explode. When Internet browsers 
were put into cell phones (the early 
“smartphones” like the first IPhone in 
2007), it was like peanut butter meet-
ing chocolate. Wireless had been use-
ful in connecting people with people, 
but when wireless connected people 
with the information and utility of  the 
Internet, growth of  both wireless and 
the Internet accelerated rapidly. 

Wireless went from zero to 6 billion 
users in 25 years, the most rapidly-
adopted technology in history. There 
are roughly ten cell phones produced 
daily for every baby born in the world. 

Wireless’s next big growth period 
will not be driven by cell phones. 
Wireless chips are, or will be, put into 
almost every object imaginable: motor 
vehicles, health monitors, home appli-
ances, wearables like fitness bracelets 
and watches, even into our bodies. 
Connecting not people, but things to 
the Internet, what has been referred 
to as “machine to machine” or the 
“Internet of  things” will usher in the 
next big growth phase. Cisco estimates 
there will be 25 billion things con-
nected to the Internet this year and 50 
billion things connected by 2020.

Some would argue that this much 
change to the way we live our lives 
and communicate with one another 
is a scourge. Others see a blessing. I 
don’t know the answer. Bertrand Rus-
sell said, “The trouble with the world 
is that the stupid are cocksure and the 
intelligent are full of  doubt,” so I guess 
it’s OK not to be sure. In the time I 
have tonight, I’ll try to give you both 
sides of  the argument. 

First, let’s consider the impact 
on the global economy. One study 
indicates that for each 10 percentage 
points of  cell phone penetration (the 
percentage of  the population with a 
cell phone), a nation’s GDP increases 
from a half  to one-and-a-half  points. 
Recon Analytics projects that wire-
less will contribute $1.5 trillion to US 
GDP over the next ten years. And, 
with the rare exception of  coun-
tries like North Korea, there is not a 
large difference in penetration rates 
between developed and developing 
countries. Peter Diamandis, in his 
book Abundance, gives the example 
of  the Masai warrior in Africa with a 
smartphone and Google having bet-
ter access to information than the US 
President had 15 years ago. From a 
telecom infrastructure perspective, 
wireless has allowed the developing 
world to “leapfrog” the expensive 
landline access networks deployed by 
more developed countries.

Some gaps still exist, between 
countries, and within countries, what 
is referred to as the “Digital Divide”.
North America has less than 10% of  
the world’s wireless subscribers, but 
45% of  the 4G LTE connections.

The greatest economic benefits 
may still be ahead of  us with the pro-
ductivity that will be driven by the 
“Internet of  things.” The information 
gathered by billions of  “always on” 
devices, utilizing cloud and quantum 
computing, sophisticated analytics 
and algorithms, machine learning and 
artificial intelligence could have great 
economic potential. For example, UPS 
uses these technologies to track pack-
ages and vehicles, and each mile saved 
per day per driver adds $50 million 
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per year to the bottom line. On the 
other hand, if  a company is going to 
invest in embedding 3G wireless chips 
in thousands of  vehicles with long 
productive lives, they may require 
their wireless carrier to maintain an 
outdated technology like 3G longer 
instead of  investing in 5G.

I’ve been watching the History 
Channel program “The Men Who 
Built America”, about how this coun-
try and our way of  life was radically 
transformed in the late 19th and early 
20th centuries by Vanderbilt’s rail-
roads, Rockefeller’s oil, Carnegie’s 
steel, JP Morgan’s electricity, and 
Ford’s automobiles, and the important 
inter-relationship of  these industries. 
We’re seeing this same kind of  new 
industry creation and interrelationship 
now in the digital domain.

The business model of  every indus-
try could be transformed in a world 
where every device and every person 
is connected all the time. This is an 
enormous opportunity for those who 
understand this power and harness it. 
On the other hand, seismic disruption 
like this could usher in great risk to 
incumbents.

There are two areas of  expertise 
every board of  directors and every 
“C-suite” should be steeped in: the 
mobile Internet and cybersecurity. For 
good reason, cybersecurity is rising to 
the top of  the business risk list. There 
are two kinds of  companies: those 
that know and those that don’t know 
they’ve been hacked. Attacks can be 
harmful to current and to future oper-
ations. Examples include loss of  trade 
secrets, customer and financial infor-
mation, online advertising “pay by the 
click” scamming, and outright extor-
tion—threats to the company’s website 
or systems if  a ransom isn’t paid. Per-
haps the greatest risk is to a compa-
ny’s valuable brand. Sony, Target and 
Home Depot are examples. 

Just as systems that use the Internet 
increase productivity, protecting these 
systems reduce productivity by requir-
ing added investment. It’s estimated 
cybersecurity costs the typical firm of  
1000+ employees $9 million/year. US 

labor productivity has been stagnant 
in recent years, perhaps partly due to 
the unproductive investments required 
for cybersecurity and for Sarbanes-
Oxley compliance. The cybersecurity 
industry is a new industry, which will 
create some jobs, but like any new 
growth industry, it will come with its 
share of  marketing hype.

There are opportunities and new 
challenges in education as well. 
Advanced Placement and specialized 
courses have historically only been 
available at large or elite high schools, 
but the connected Internet is democ-
ratizing education in the US and 
around the world through resources 
like online high school equivalent 
and college degrees, and the excellent 
Kahn Academy (which also has helped 
this father brush up on high school 
algebra in order to be a more effective 
tutor). But all students still do not have 
access to tablets or smartphones, or to 
high speed Internet access at school or 
at home in the evening when home-
work needs to be done.

These tools create new challenges. 
35% of  teens admit to using cell 
phones to cheat, and 65% say others 
cheat using cell phones. Some worry 
about the effect this technology will 
have on the quality of  spoken and writ-
ten language. One study found 13% 
of  people pretend to be talking on 
their phone to avoid interacting with 
those around them. You’ve likely seen 
students texting each other across the 
lunchroom table instead of  conversing. 
If  we call our sons, it goes to voicemail. 
We need to text them to get an answer. 
Few would claim texting is the epitome 
of  the “King’s English.” 64% of  teens 
were found to use improper grammar 
while texting, something many of  us 
are regularly guilty of.

School administrators and parents 
have another new worry-- cyberbul-
lying. One study found one in ten stu-
dents were victims of, and one in five 
participated in, cyberbullying. “Sex-
ting” is a new word in the vernacular. 
20% of  teens admit to posting nude 
photos online.

An Elon University study found 
that students with this digitally 
enhanced education possess something 
called “fast-twitch wiring”. “Always 
on” students are nimble, quick-act-
ing multi-taskers, but with a thirst for 
instant gratification, quick fixes, and 
with little patience and deep-thinking.

But, social networking can be a 
constructive form of  human interac-
tion. I’ve used social media to connect 
with many old friends I would have 
lost touch with. Smartphones also 
allow us to be productive by staying 
in touch with the office at home or on 
vacation, which is certainly a qual-
ity-of-life double-edged sword. Some 
argue that the information and enter-
tainment of  the Internet improves the 
quality of  life by reducing boredom. 

The news is a form of  education. 
Does the Internet improve the qual-
ity of  news we get? From personal 
experience, and admitted to by report-
ers, the 24 hour online news cycle and 
the need to break a story first means 
verifying the accuracy of  information 
or getting a second source often goes 
by the wayside. Reporters don’t have 
the time that the next morning’s paper 
edition gave them. 

It also seems that “real” news 
curated by professionals is being 
replaced with the trivial from new 
news sources like Facebook, Twitter 
and Buzzfeed, with national or world 
events replaced by the exploits of  
Kim Kardashian, videos of  water-
skiing squirrels, or debates about the 
color of  a dress.

On the other hand, the amount 
and depth of  news available has never 
been greater. If  you grew up in a “one 
paper town”, far less news was avail-
able to you from around the globe vs. 
what you can access now at a reason-
able cost. 

Maybe talking to computers will 
replace some human interaction. I 
watched my son’s fingers fly as he 
typed feverishly on his PC, and look-
ing over his shoulder, I saw indeci-
pherable characters—computer code. 
He was creating a new video game, 
for fun. On the one hand, this is 
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encouraging to see, but on the other 
hand, will this essential new language 
create another wave of  untrained 
“have-nots?” For example, appliance 
or engine repair is moving away from 
screwdrivers to software programming 
and analysis. And the new machines: 
self-driving cars, trucks, trains, robots, 
and self-diagnosing and self-repairing 
machines, may replace many jobs. 3D 
printer programming skills will replace 
craftsmanship in some industries. The 
same son owns two 3D printers he is 
very skilled with. If  manufacturing 
done via 3D printer largely eliminates 
the need for assembly, what will hap-
pen to the economies of  countries 
which depend on low-cost labor as 
their primary export? But, manufac-
turing and product design intellectual 
property is now much easier to steal or 
compromise.

To increase our safety, cell phones 
allow us to call 911, locate our chil-
dren, provide alerts and information 
helpful with natural disasters and aid 
first-responders. Cell phone fund-rais-
ing campaigns have raised millions for 
relief  efforts.

But digital connectivity can reduce 
safety by distracting drivers. Tex-
ting while driving has led to fatalities, 
which is why you’ve seen wireless car-
riers join together with distracted driv-
ing campaigns. 

Vehicles come connected with wire-
less digital monitoring capabilities for 
engines or tires and with GPS track-
ing and “On-Star”-like emergency 
buttons. These add to safety, but the 
reverse could be true if  the connected 
vehicle ishacked.

In terms of  environmental impact, 
computers use an enormous amount 
of  energy to run and cool them. In 
addition, the US produces 2.5 million 
tons of  e-waste annually, enough to fill 
a line of  dump trucks from Washing-
ton DC to Disney World.

On the other hand, GPS saves fuel 
and miles driven as does teleconfer-
encing and telecommuting, all enabled 
by mobile technology. Cell phones 
built to the new UL-E standard are 
more energy efficient, are designed 

for reuse and recycling, and contain 
fewer harmful chemicals. The mobile 
industry is also driving “dematerial-
ization.” The smartphone, akin to a 
Swiss Army Knife, can replace a PC, 
watch, alarm clock, camera, hand-
held GPS, flashlight, transistor radio, 
portable music player, TV, even plastic 
credit cards, keeping a lot of  material 
out of  landfills.

Because early cell phones had small 
storage and processing capabilities, 
and networks were slow, even though 
these devices made music more por-
table, the cell phone industry contrib-
uted to what many consider the “Dark 
Age” of  music fidelity. 

Recorded music was “sampled” 
to create MP3 files and compressed 
streaming services, played through 
small tinny speakers or “throw 
away” low-fi earbuds included in the 
phone’s box. But, new smartphones, 
like HTC’s Harman/Kardon edi-
tion, not only come with high-quality 
earphones, but can play high-reso-
lution audio files from sources like 
HDTracks, with approximately 60 
times the musical information of  an 
MP3 or streaming service, providing 
better fidelity than a compact disc. So, 
after helping to create the “Dark Age” 
of  fidelity, the mobile Internet is help-
ing to usher in a new “Golden Age” 
of  sound.

Perhaps no industry will be trans-
formed more by the mobile Internet 
than healthcare. Imagine taking a pill 
with a small wireless chip inside that 
sends a voltage to a patch you wear 
on your skin, which in turn commu-
nicates with your smartphone to tell 
your doctor how your medicine is 
interacting with your body’s chemis-
try. No need to wait for blood work 
to return from the lab. This is in use 
today. 

In much of  the developing world, 
knowing whether water is safe to 
drink is a big issue. Photospectrom-
eters to test the water for viruses, 
bacteria and toxins traditionally cost 
about $50,000. A capability has been 

developed to use a smartphone’s cam-
era and processor, plus about $200 in 
parts, to provide similar functionality. 

Telemedicine has the potential 
to save billions and keep sick people 
at home, where they want to be and 
should be, to keep them from infecting 
others. Wearables like fitness bracelets, 
chips in pacemakers, and digital medi-
cal records are improvements, but 
also add risk if  this information could 
be compromised or hacked. To take 
advantage of  medical innovations, 
we may need to rethink our approval 
processes as well. When I ask entre-
preneurs with health care innovations 
what their biggest challenge is, they 
don’t say funding, they say the FDA.

If  we live longer, couldn’t the aging 
population become even more out-of-
touch with current technology given 
the greater number of  years out of  
the workforce? The elderly represent 
America’s largest “minority” group. 
My personal view is that this group 
will benefit the most from the mobile 
Internet. Smartphone speech-to-text 
and text-to-speech capabilities can 
improve the quality of  life for the 
hearing or visually impaired. Mobile 
health monitoring will help people 
live in their own homes longer, as will 
connected smart appliances, self-driv-
ing cars and connected robotic per-
sonal assistants.

Social media will help the elderly 
stay connected with family, friends and 
with those who share common inter-
ests. Crowd-sourcing techniques will 
provide a way to tap into the collec-
tive expertise and wisdom of  a graying 
society while stimulating this genera-
tion with renewed purpose. 

So far, I’ve been discussing the 
tradeoffs this digital, connected world 
brings to education, the news, the 
environment, economies, health care, 
music, safety, and aging, but perhaps 
the greatest challenge will be balanc-
ing the tradeoff between the tremen-
dous utility potential of  the wireless 
Internet with threats to our privacy 
and security.

In terms of  national security, 
despotic regimes are legitimately 
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concerned with the access to informa-
tion and communication capabilities 
of  mobile devices and social network-
ing. We likely would not have seen 
the “Arab Spring” regime changes in 
Egypt or Tunisia if  citizens did not 
have the mobilizing power of  cell 
phones. These countries had mobile 
penetration of  roughly 90%. North 
Korea, on the other hand, keeps pen-
etration low, at roughly 5%. And, 
we’ve read of  countries censoring the 
Internet as a way of  mitigating inter-
nal threats to their security.

Social networking, plus access to 
Google, Google maps, and emerging 
digital currencies can be a threat to 
democracies too in the hands of  even 
small groups of  terrorists, and we’ve 
read of  how easy it is to learn how to 
make a bomb, or print an undetect-
able plastic gun using a 3D printer on 
the Internet.

The Internet was created based 
on trust to facilitate sharing infor-
mation. 90% of  the Internet is pri-
vately owned, not under government 
control. The Internet is basically an 
architecture and protocol that links 
multiple private networks, where the 
word “inter-net”came from. The 
challenge is balancing sharing with 
protecting information. Just as per-
sonal privacy and security is inversely 
related to utility, network security is 
also inversely related to utility. Net-
work utility increases with network 
size, butlarger networks have more 
points of  vulnerability.

Woody Allen said, “There are two 
kinds of  people in this world, good 
and bad. The good sleep better, but 
the bad seem to enjoy the waking 
hours more.” One can’t pick up the 
newspaper without reading about a 
computer attack, whether it be attrib-
uted to a state-sponsored or criminal 
APT (Advanced Persistent Threat), 
attempting to steal information from 
government, business, or individuals. 

It seems like a Cold War is re-
emerging, filled with suspicion. The 
good news is that the alleged cyber-
attacks between nations haven’t been 
as lethal as conventional war, but in 

conventional war, who the enemy is 
can be more apparent, as cyberat-
tacks can take place from machines 
distributed across the globe. I’ve read 
that 25% of  the machines used in the 
famous cyberattack against Estonia 
were US-based. And governments 
can support, yet hide behind, “patri-
otic hackers” to carry out attacks, 
giving a government plausible deni-
ability. This complicates diplomacy.
Responses are more complex when 
the effects are asymmetrical, when 
one side has much and the other very 
little to lose from a digital attack, like 
the US vs North Korea.

I can speak from personal experi-
ence that this new arena is difficult 
for Internet companies to navigate. 
Which CEO is more patriotic, the 
one who provides all of  the informa-
tion the government requests to help 
catch a criminal or prevent a terrorist 
attack, or the CEO whose company 
creates tools that make it difficult for 
law enforcement or the government 
to acquire a customer’s information, 
believing protecting civil liberties is a 
higher calling. I don’t have an answer, 
butthere is perhaps no more impor-
tant area for public/private dialogue 
and cooperation than this.

The most effective cyberattacks 
on companies have internal complic-
ity, either by a mole or through an 
untrained employee. Well-trained 
employees don’t plug in USB drives 
they don’t know the origin of, don’t 
click on links they’re not sure about, 
don’t connect to free Wi-Fi networks 
they don’t know, recognize when 
social engineering or “phishing” 
attempts are being made, password 
protect all devices, and don’t put 
company logos on themselves or their 
computers when traveling. 

In conclusion, we all share a 
responsibility to protect the Internet. 
Please pattern or password protect 
your devices. A study showed that 
if  your phone is lost or stolen, there 
is a 90% chance your data will be 
breached, and a 50% chance you’ll 
never see your phone again. You can 
buy security apps like Lookout from 

your carrier to protect against mal-
ware and also remotely lock or wipe 
information from your phone. 

There are a lot of  free apps out 
there. Be careful. If  it seems like 
they’re asking for more personal 
information than the utility of  the 
app requires, like access to your 
contacts and to your location, they 
probably are. It’s free because you’re 
paying by providing personal infor-
mation. Be selective. 

Laws may need to change to make 
the Internet safer. The U.S. President 
has made it easier for competitors in 
the same industries to share informa-
tion to protect against attacks, what 
would have been an antitrust concern 
not long ago. 

It can be argued that the mete-
oric growth in the Internet is because 
it has been unregulated. America’s 
Internet looks like it may be regu-
lated soon like a utility of  centuries 
past. On a global level, Russia and 
China have urged the ITU (Interna-
tional Telecommunications Union) to 
govern the Internet, citing cybersecu-
rity issues, a move resisted by the US 
and Europe who are concerned this 
will be a tool to limit freedom. Once 
again, there are two sides to this coin. 

The plusses and minuses of  this 
“Brave New World” represent the 
greatest change to the way people live 
and interact on this planet humankind 
has ever seen. We’ll see more change 
in the next five years than we’ve seen 
in the last five. There are no absolutes, 
only shades of  gray and two sides to 
practically every argument. If  we take 
some basic precautions, I believe the 
utility of  the mobile Internet far out-
weighs the risks. 

I fell privileged to be able to hear 
what Admiral Rogers will have to 
say tonight. Continued dialogue and 
cooperation will be needed between 
governments, businesses and the citi-
zens of  the world to achieve a “Gold-
ilocks” solution, a.k.a. getting it “just 
right.”

Thank you. 
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